BONNEXANDRE ALEXILIEN ALEXIS
IT SUPPORT SPECIALIST | NETWORKING | CYBERSECURITY
Tampa, FL | +1 (813) 260-7115 | abonnexandre(@gmail.com
linkedin.com/in/bonnexandre-alexis | github.com/Bonnexandre | bonnexandrealexis.com

PROFESSIONAL SUMMARY

IT support and cybersecurity professional with experience supporting more than 20 healthcare facilities and
building hands-on network, systems, and security projects. Skilled in end-user support, Active Directory,
Windows and Linux administration, TCP/IP troubleshooting, pfSense, VLANSs, virtualization, vulnerability
assessment, and technical documentation. CompTIA A+, Network+, and Security+ certified.

TECHNICAL SKILLS

IT Support: Windows 10/11, Linux, hardware and software troubleshooting, Microsoft 365, printers,
Remote Desktop, asset management

Systems: Active Directory, user and permission management, Group Policy, MFA, server maintenance,
backups, VirtualBox, VMware

Networking: TCP/IP, DNS, DHCP, VPN, VLANSs, 802.1Q trunking, pfSense, TP-Link Omada, Wi-Fi,
firewall rules, NAT

Security: Nmap, Wireshark, Nessus, OpenVAS, Suricata, pfBlockerNG, vulnerability assessment, system
hardening, incident response fundamentals

Additional: Python and Bash fundamentals, NIST Cybersecurity Framework, CIS Controls, Zero Trust,
ISO 27001 concepts

PROFESSIONAL EXPERIENCE
IT Support Specialist | Catholic Medical Mission Board, Haiti May 2021 - Jun 2022
e Supported a USAID-funded healthcare project across 20+ hospitals and healthcare centers, resolving
Windows, application, printer, account, and connectivity incidents onsite and remotely.
¢ Deployed and maintained routers, switches, wireless access points, and VolP services; troubleshot
TCP/IP, DHCP, DNS, and network availability issues.
e Administered Active Directory users, permissions, and group policies while supporting secure access and
day-to-day account operations.
¢ Performed server maintenance, software updates, backups, endpoint troubleshooting, and equipment
replacement to improve service reliability.
e Maintained asset inventory and technical documentation, coordinated equipment procurement, and
delivered security-awareness guidance to staff.

SELECTED PROJECTS

Physical Network Infrastructure | Enterprise-Style Home Lab 2026
¢ Planned and assembled a multi-gig home-lab platform using a four-port Intel N100 pfSense appliance,
TP-Link Omada managed switching, an OC200 controller, and two EAP650 Wi-Fi 6 access points.
e Integrated a UGREEN DXP4800 Plus NAS, two Reolink Duo 3 PoE cameras, wireless printing, rack-
mounted UPS and PDU protection, structured cabling, and link validation.
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SELECTED PROJECTS CONTINUED

Network Segmentation and Security | Enterprise-Style Home Lab 2026
e Designed six purpose-built VLANs for HOME, LAB, CAMERAS, NAS, MGMT, and GUEST networks
using pfSense routing, Kea DHCP, and Omada 802.1Q trunks and access-port profiles.
e Implemented least-privilege firewall policies, service aliases, camera-to-NAS recording access, guest
isolation, trusted-user access, and centralized management controls.
e Troubleshot DHCP leases, PVID and trunk mismatches, VLAN 1 dependencies, controller adoption, and
inter-VLAN access using logs, connectivity tests, and packet analysis.
¢ Evaluated Suricata and pfBlockerNG controls while balancing security visibility with network
availability.
External Penetration Testing Capstone | Artemis Inc. Simulated Environment 2024 - 2025
¢ Performed OSINT, target identification, port scanning, service enumeration, vulnerability analysis, and
risk prioritization using a structured penetration-testing methodology.
¢ Analyzed exposed services, outdated software, and access-control weaknesses, then produced an
executive summary and technical report with remediation guidance.
Multi-OS Virtualization Lab | Oracle VirtualBox
¢ Built Windows, Ubuntu, Red Hat, and Kali Linux virtual machines with NAT, bridged, and isolated
internal networks for administration and security testing.
e Practiced Linux administration, network troubleshooting, and controlled cybersecurity experimentation
without affecting production devices.
High-Performance Workstation | Hardware Deployment
¢ Planned, assembled, and validated a custom Intel-based workstation for software development,
virtualization, and cybersecurity lab workloads.
e Verified component compatibility, BIOS and UEFTI settings, storage, cooling, operating-system
installation, stability, and thermal performance.
Cybersecurity Analysis Portfolio | GitHub and bonnexandrealexis.com
e Documented applied analyses covering Zero Trust architecture, CIS Controls v8, system hardening,
OWASP Top 10 risks, authentication weaknesses, cryptographic failures, incident response, and security
ethics.

EDUCATION

Cybersecurity Training and Certificate | University of South Florida 2024 - 2025
Completed 55 labs, 30 mini-projects, and an external penetration-testing capstone.

Bachelor of Science in Computer Science | Ecole Supérieure d'Infotronique d'Haiti 2013 -2017
CERTIFICATIONS

CompTIA Security+ | CompTIA Network+ | CompTIA A+ | Google IT Support Professional Certificate
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